YIOJA
MDK
KABIHETOM MIHICTPIB YKPATHU
TA
YPSIIOM PYMYHII
IIPO B3AEMHY OXOPOHY IH®OPMAIIII 3 OFMEXEHAM
JOCTYIIOM

Kabinet MinictpiB Ykpainu ta Ypsag PymyHii (nani — CtopoHn),

3 MeTolo 3abe3neueHHsT OXOpPOHH Bciei iHpopmanii 3 o6MexeHUM
JOOCTYIIOM, sIKa CIHIJIBHO CTBOPIOETHCS abo OOMiH SKOIO 3AIHCHIOETBCS MIiX
Croponamu Ge3nocepenHb0 abo uepe3 Oep)kaBHI yCTaHOBU Ta/abo rOpHIW4HI
ocobu, Ta y paMKax MOiSUIBHOCTI, S5Ka IiANajga€ A BiANOBiAaJbHICTh
KOMITIETEHTHHX opraHiB 6e3neku CTopiH,

JOMOBHJIMCSI IIPO TaKe:

CTATTA 1
3ACTOCYBAHHS

1. IIsn Yroma ¢opmye ocHoBy mis Oynp-sikoro obMiHy iH@opMalien 3
0OMeXeHHUM JIOCTYIIOM, SIKHH 3aiHCHIOEThCS Mixk CTopoHamu 6e3nocepenaso abo
gepe3 Jiep)KaBHI OpraHu Ta iHIII IOpUANYHI 0cobu, abo s CIIIBHOIO CTBOPEHHS
TakKoi iHdopmMaii.

2. s Yrogna He BIutuBae Ha 3000B's13auHs CTopiH, B34Ti KOxHOO 3i CTOpiH
3a IHHIMMH MDKXHapOJHMMH IOTrOBOpaMH, i BOHa He OyJe BHKOPHCTOBYBaTHUCS
IIPOTH iHTepeciB, Oe3MeKH Ta TepUTOpianbHOI LiTICHOCTI IHIINX JepKaB.

CTATTSA 2
BU3HAYEHHS TEPMIHIB

Jnis uineit uiei Yroau TepMiHM BXXUBAIOTHCS Y TAKOMY 3HAa4€HH:

a) "iudopmauis 3 obmexenuMm goctynoM" — Oyns-sika iH(poOpMalis,
He3aJeXHo Bin il ¢izuunoi dopmH, HOCIS Ta crmocoly 3amucy, sKid 3rigHo 3
HalliOHATPHAM 3aKOHOJABCTBOM HaJaHO BiANOBIZHUH CTyHiHb OOMEXeHHs
JIOCTYITy Ta SIKa OXOPOHSIETHCS BiAIIOBIIHUM YHHOM;




b) "rpud obMexeHHs Hocrymy" — peKBI3WT, L0 BKa3dye Ha CTYyIiHb
o6MeXeHHs OCTyIy, HajaHui iHdopmMariil 3 oOMeXeHHM JOCTYIIOM BiIIIOBLIHO
JI0 3aKOHOaBcTBa AepxkaB CTopiH;

c) "KOHTpaxkT 3 0OMexeHHM HocTymoM" — norosip y Oynme-siki ¢opmi
MK JepXaBHHMH OpraHaMH Ta/abo iHINMMH FOpHAMYHMMH ocobaMH IepXaB
CropiH, 1m0 crocyeTbes iHGopMaii 3 00MeXeHHM JOCTYIIOM;

d) "Cropona-mxepeno" — IepKaBHHI opraH abo iHmIa ropuaddHa ocoba
nepxaBu CTOpOHM, IO CTBOPIOE Ta mepenae iHpopMalilo 3 0OMeEXEeHHM
JOCTYIIOM,;

e) "Cropona-omepxyBad' — HepxaBHHH opraH abo iHIIa IOpHAUYHA
ocoba aepxaBu CTOpOHH, sika OTpUMye iHdopMaliro 3 0OMeXEeHHM IOCTYNOM
Croponu-mxepena;

f) "mopymenns npaBun Oesmekd" — His abo Oe3niUIBHICTH, BUMHEHA
BCyleped HaliOHaJbHHUM MpaBuiaM Oe3Nekd, IO NMPHU3BOAMTH A0 MiHCHOI 4M
MOXIJIHBOI KOMIpoMeTalii iHpopmaLii 3 00MexeHHM TOCTYTIOM;

g) "kommpomeranis iHdopmanii 3 obMexeHUM AOCTynoM" — CHTyalif,
KOJHM 3a pe3yJbTaTOM MOPYIUIeHHS NpaBHiI Oe3MeKH YH BOPOXKOI HisITBHOCTI
(Takoi K WIMHTYHCTBO, TEPOPHCTHYHHMH aKT 4YH BHKpaJieHHsA) iHpopMauis 3
OoOMeXEHMM JOCTYNOM BTpaTHia CBOKO KOH(QIAEHUINHICTh, LUTICHICTE YH
JOCTYyNHiCTh, a00 KoM MiATPUMYIOUi CIIy»0H Ta pecypcH BTPaTHJIM LUTICHICTB
Y4 AOCTymHicTh. lle BKIIOYae BTpaTy, YacTKOBE YH IOBHE pO3TOJIOIIEHHS, .
HEeCaHKLiOHOBaHE NEpPETBOPEHHS Ta HECAaHKLIOHOBaHE 3HMILEHHA abo BiAMOBY
BiJl 0O6CITyroByBaHHS;

h) "nomyck" — JOKyMeHT, BUJaHU# BiAMOBIAHO 0 3aKOHOAABCTBA JIePKaB
Cropin, sxuit 3acBi4ye, 0 HOro BIacHUKA Mif Yac BUKOHaHHA CBOiX 000B'A3KiB
YIOBHOBa)XX€HO MaTH JocTyn 1o iHpopmanii 3 0oOMeXeHHM MAOCTYNoOM 3
BiAMOBIAHMM cTyrneHeM 0OMe)XXeHHS AOCTYIY 3TiHO 3 HPHHIMIIOM "Heob6XiqHoro
3HaHHA";

i) "HeoOximHe 3HaHHA" — HPUHLMIL, 33 SKHM AOCTYN IO iHdopmanii 3
oOMexXeHHM [OCTYIIOM MOXXe HaJaBaTHUCS B IHJAWBiAyallbHOMY HOpPSAKY JIHILE
THM ocobaM, fKi HiJi Yyac BHKOHAHHS CBOIX CIYyX00BHX OOOB'S3KiB MalOTh
notpedy B JocTymi 4o Takoi iHdopMaii;

j) "xoMmereHTHHM#t opraH  0Oe3mekd" —  YCTaHOBa, HajileHa
HOBHOBa)XEHHSMH Ha JAepXKaBHOMY piBHi, fKa BIAMOBIIHO 0 3aKOHOJABCTBA
nepxxaB CropiH 3abe3nedye BHKOHaHHA 3aXOAiB OXOpOHM iHpopMamii 3
obMexeHHM JoctynoM. Taki opranu nepenideHi y crarri 3 uiei Yroau.




CTATTA 3
KOMIIETEHTHI OPTAHU BE3IIEKH

1. KomnerenTHruMu opraHamu 6e3nexu CTOpiH €:

B Vkpaini B PymyHii
Cnyx6a 6e3nexu Ykpainu HamionaneHuit  odic  peectpanii
ByJ. Bonoaumupceka, 33 iHpopMarii 3 oOMexeHHM OOCTYIIOM
Kuis Ypsany Pymysii
VYkpaiHa ByJ. Mypemw, 4
Byxapecr 1
PymyHis

2. KoMmeTeHTHI opraHmu 6e3mneku 3a 3allUTOM iH(QOPMYIOTH OJUH OJHOIO
PO CBOI OpraHi3arito Ta npouenypu Gesmeku. Ui 1[bOro KOMIIETEHTHI OpraHu
Oe3neku y3roJKylOTh B3a€EMHI Bi3UTH.

3. KoMnerenTHi opranu 6esrnexu iHpOpMYIOTh OIUH OQHOrO Npo OYyab-AKi
3MiHH y 1X HaliMeHyBaHHAX abo nepefayy iXHbOI KOMIETEHIII] iHIIIUM OpraHaM.
CTATT 4
INOPIBHAHHS I'PU®IB OBMEXEHHS JOCTVYITY

1. CropoHn BH3HAYWIM, IO IIOPiBHAHHA HalliOHATBHUX TIpuDiB
OoOMeXeHHS JOCTYITy € TaKHM:

ExgiBajieHT
B PymyHii B Yxkpaini aHrJiicpKo10
MOBOIO
STRICT SECRET DE . .
IMPORTANTA DEOSEBITA Oco61BO1 BaXJIMBOCTI TOP SECRET
STRICT SECRET L{isikoM TaEMHO SECRET
SECRET TaemHO CONFIDENTIAL
SECRET DE SERVICIU Jns ciyxGosoro RESTRICTED
KOPUCTYBaHHS

2. Koxuna 31 CTopiH mo3Hadae ycio iHpopmaliito 3 0OMexxeHHM JOCTYIIOM,
oTpuMaHy Bij iHmoi CTOpoHH, BiNOBIJHUM HalliOHATEHUM I'prdoM 0OMexeHHs
JOCTYIIy 3TiJHO 3 eKBiBaJIEHTHICTIO, BU3HAYEHOIO ¥ MyHKTI | mi€l cTarTi.




CTATTA S
OXOPOHA IH®OPMAUII 3 OBMEXEHHM JOCTYIIOM

1. 3riggo i3 3aKOHOHABCTBOM CBOiX nepxaB CTOpPOHM 3IIHCHIOIOTH
BiAmoBigHi 3axoAd 3 OXOpoHH iHbopMamnii 3 OOMeXeHHM MHOCTYIIOM, sKa
IepeNaeThcsi, OTPUMYEThCS, CTBOPIOETECS ab0 pO3pOOISETHCS 3a PE3yJIbTaTOM
Oyap-gKoi yroau y 6yab-skiii popMi MK IepKaBHUMH OpraHamMy Ta/abo iHIIMMH
IOPUAMYHHAMHE ocobamu aepxas CtopiH. CTopoHH 3abe3medyroTh CTOCOBHO BCi€l
OTpHUMAaHOI YH CIILJIBHO CTBOpEHOi iHdopMarii 3 oOMeXeHUM AOCTYIIOM TaKHi
camuii piBeHb OXOPOHH, KU NepenbadaeTbes s HalioOHAJIBHOI iHGopMalii 3
0OMeXEeHHM AOCTYIIOM, II03HaY€HOl BiANOBiAHUM IpHdoM 0OMeEXeHHs AOCTYILy,
3riHO 3 IIyHKTOM 1 crarTi 4 uiei Yroau.

2. CropoHa-omepXyBad He 3HHXKYE CTyNiHb OOMEXeHHS IOCTYITy
oTpuMaHoi iHopmanii 3 0OMeXeHHM AOCTYIOM Ta HE CKacoBye OOMEXEHHs
JIOCTYIy A0 Hei 0e3 IonepeqHbOi NUCBMOBOI 3rod KOMIIETEHTHOIO OpraHy
6esnexu naepxaBd Ctoponu-mxepena. CropoHa-mxepeno iHpopmye CropoHy-
oZepxyBada Npo Oyab-sKi 3MiHH CTyNeHS OOMEXEHHsS MAOCTYIly IiepefaHoi
iHpopMarii 3 OOMEXEHHM JOCTYIIOM.

3. Yci BiaTBOpeHHs iHMOpMaIil 3 0OMEXEHHUM JOCTYIIOM IO3HAYaloTHCH
TaKUM CaMHM TrpHdoM OOMeXeHHs NOCTyNy, SK 1 OopuriHaapHa iHdopmaris 3
OOMeXEeHHM JOCTYIIOM, Ta OXOPOHSIOTHCS BIAMOBIAHUM dYHHOM. KiNBKicTh
BiATBOpPEeHb OOMEXYETHCS KITBbKICTIO, HEOOXiMHOIO AT CITy>KOOBHX IIiNIei.

4. OrpuMana iHpopMallist 3 OOMEXEHHM JOCTYIIOM, IO3HAa4eHa rpudoM
"OcobauBoi BaxxuBocTi"/STRICT SECRET DE IMPORTANTA
DEOSEBITA/TOP SECRET, BiATBOpIOETBECS ab0 NepeKIafacTbCs JIUOIE 3a
IIOTIEpeAHBOI0 MUCEMOBOIO 3ro10r0 CTOpOHH-IXKepena.

5. Indopmarnis 3 0OMeEXEHUM AOCTYIOM, IO3HaYeHa rpudoM 0OMeXeHHS
nocryny "TaemHo"/SECRET/CONFIDENTIAL a6o "Llinkom TaemMuo"/STRICT
SECRET/SECRET, Mo)e 3HHIIyBaTHCS JIMLIE 3a ITHCBMOBOIO 3rofol abo 3a
BuUMororo CTopoHH-AXepena BiJIIOBIIHO IO 3aKOHOJABCTBA JepxaBd CTOpPOHU-
ollepXKyBadya TaKHM UHMHOM, L[0 ii IIOBHE 4YM YacTKOBE BiJHOBJIEHHS CTa€
HemoxmuBuM. IHdopmanis 3 rpudom "OcobmuBoi BaxkimmBocti"/STRICT
SECRET DE IMPORTANTA DEOSEBITA/TOP SECRET He 3HHuIyeThCS, a
noBepTaeThess CTOPOHI-IKEpeITy.

6. Cropona-onepxysad iHpopmye CTOpOHY-IXKepeao Ipo 3HUHIEHHS
indopMariii 3 oOMex)eHHUM JOCTYIIOM.

7. YV pa3i HeBimBOPOTHOI 3arpo3u iHdopmalis 3 0OMeXeHHM IOCTYIIOM
3HUIIYeTbC Oe3 momepenHporo no3Bony. KommeTeHTHHH oprad 6esneku
nepxxaBd CTOpOHH-IDKEpeTa HeraifHo iHpOpMy€eThCs IIpo €.




8. Hoctyn no iHdopMauii 3 0OMexXeHHM IOCTYIIOM, OIEepP)XaHOi 3a L€l
YTo[010, {O3BOJISIETHCA 32 YMOBH AOTPHMAaHHs IIPHHIMNY "HEOOXiJHOIro 3HAaHHA"
numie TAM ocobaM, SIKUM HaJaHO JAOITYCK, IO BiAIOBia€ CTyIEHIO OOMeXEHHs
nocTymty iHpopMalil, JOCTyn 10 Kol MOTpe6yeThesl, ab0 SAKUX YIIOBHOBAXEHO Ha
1€ BIAMOBIAHO OO HAIlIOHAJBHOI'O 3aKOHOJaBCTBa.

9. Xonaua i3 CTopiH He Tepeae OTpUMaHy iHpOpMaLilO 3~ OOMEXEHHM
OOCTyIIOM TpeTid cTopoHi 6e3 IoOIepeAHBOro IHMCBMOBOIO  JO3BOIY
KOMIIETEHTHOro opraHy Oesmeku nepxaBu CrtopoHH-Ixepena. Llga Yroma ne
3aCTOCOBY€EThCS Oyap-skoro 3i CtopiH s Toro, mod ofepxartu iHdpopMaLiro 3
0OMeXXeHHM JOCTYIIOM, sIKy iHIa CTOpOHa oTpHUMaia BiJl TPeThOI CTOPOHH.

CTATTA 6
AJOIIYCK

1. Jdomyck HaJaeTbcs 3a pe3yiabTaTaMH IlepeBipKH BiANOBIAHO IO
3aKOHOJABCTBa Jep)xaBU K0XxHOI CTOpOHH.

2. 3a 3amuTOM KOMITETeHTHi opranu Oe3meku nepxas CtopiH, 6epydn o
yBaru BiJIOBigHE HaliOHAJbHE 3aKOHOJABCTBO, CIPHSIOTh OJHH OINHOMY Y
IIpOBeZIeHHI MpOoLeNyp MepeBipKH CTOCOBHO HaJaHHs JAOIYCKy Ta IO3BOJIy Ha
IIPOBaKEHHS NisNIBHOCTI, ITOB’sI3aHOI 3 iHGopMamielo 3 0OMexeHUM ITOCTYIIOM.
Jii 1poro MiXX KOMIIETEHTHHMH opraHamu Oesmeku AepxaB CTOpiH MOXYTh
YKJIaaTHCS BiATIOBIgHI JOMOBIIEHOCTI.

3. CTtopoHH B3a€EMHO BH3HAIOTh JOIYCKH Ta JO3BOJIM Ha IPOBaKECHH:
IisTBHOCTI, OB’ s13aHO1 3 iH(pOpMaLicro 3 0OMexXeHUM JOCTYIIOM, BHJAaHi 3rifHO
i3 3aKOHOZABCTBOM iXHiX JAepKaB.

4, YV paMKkax BHKOHaHHS W€l YroAW KOMIIETEHTHI OpraHu Oe3mexH
iHpOpMYIOTh OAMH OJHOro mpo Oyab-sKi 3MiHHM B JOIIyCKax Ta JO3BOJIaxX Ha
NpOBaXKEHHS AisUIBHOCTI, MOB’s13aHO1 3 iHQopMalieto 3 0OMeXeHHM JOCTYIIOM,
30KpeMa ITpo iX CKacyBaHHS.

CTATTA 7
BI3BUTHU

1. BizuTH, 1[0 BKIIOYAIOTH AOCTYI 10 iHdopMarliii 3 06MeXXxeHUM J0CTYIIOM
abo 10 mpuMimieHb, Oe Taka iH(OpMaLisi CTBOPIOEThCS, OOpOOISAETBCA YH
30epiraeTscs, abo de 3MiMCHIOETBCS MisUTBHICTH, ITOB’s3aHa 3 iHGOpMalielo 3
oOMeXeHMM [OCTYIIOM, JO3BOJISIOTECA oAHOK CTOpOHOIO BiJBigyBayaM 3
nepxaBu iHmoi CTOpPOHH JHIIe IMTICIAs OTPUMaHHs IONEPEeAHBOrO MHUCBMOBOIO
I03BOJly KOMITETEHTHOTO opraHy Oesmeku nepxaBd CTOpOHH, LIO IpHHAMAE.




Takuit 03BN HajaeThCs JIHILE ocobaM, AKi MalOTh BiMMOBIMHUH MOMYCK, Ta 3a
IIPUHUKIIOM "HeoOXiqHOTO 3HaHHA".

2. Ilpo 3nificHeHHs Bi3UTiB MOBigOMIAETHCS 3a3aaineriap 3a 20 (ABaanAaTh)
po6GoUHX AHIB.

3. V TepMiHOBHX BHIIaJIkax 3alMT Ha Bi3UT MOXe IlepelaBaTHCs Ii3Hille,
ajle He MeHII HiX 3a 5 (’1Th) po6o4MX IHIB 3a34aJeTiab.

4. 3anmuT Ha BI3UT Ma€ MiCTHTH:

a) iM’s, Mpi3BUINE BiABioyBaya, Miclle i JaTy HapOMXEHHA, TPOMAIHCTBO,
HOMep IacropTa Y MOCBiAYeHHS;

b) HaliMeHyBaHHS YCTaHOBM, KoMmaHii abo opranizamii, sKy BiH/BOHa
IpeacTaBiisie abo CIiBpOOITHUKOM KO BiH/BOHA €;

C) HafiMeHyBaHHS Ta aJpecy YCTaHOBH, KoMmaHii abo oprasisawii, sKy
IJIaHY€E€ThC BiABIJATH;

d) miaTBepIKeHHS IOAO0 MOIYCKY YH ITOBHOBaXKeHHS BiJBiqyBada,

€) MeTy Bi3WUTY 4H Bi3WTIB;

f) ouikyBaHy HaTy Ta TpPHBANICTh Bi3UTy a0 Bi3WTIB, CTOCOBHO SIKHX
poOHTECA 3amuT. Y pa3i MOBTOPHHX Bi3WTIB 3a3HAYAETHCS 3arajlbHH mepiof iX
30iMCHEHHS,

g) Ha3By Ta TeleQOHHHH HOMep KOHTAKTHOIO IYHKTY B YCTaHOBI, fIKY
IUIAHY€ETHCS BiJBiaTH, mMomepelHi KOHTaKTH Ta OyAb-fAKy iHIIy iHdopMariio,
KOPHCHY Ul BU3HA4YeHHS OOTpYHTYBaHHS Bi3WTY M Bi3HTIB;

h) naty, mianuc ta odiniiiHy nedyaTky KOMIETEHTHOrO OpraHy Oe3IeKH.

5. KomnerentHuii opraH Oesmeku nAepxaBu CTOpoHH, WIO IIpHiiMae,
iHpOpMy€E BiAIIOBiNAIBHUX OCI0 3 MUTAHb OE3MEeKH YCTAHOB YHM OpraHi3allii, sKi
IUTaHYETHCSA BiJIBiJATH, PO JaTy Ta OCi0, 4Hit BI3UT MiATBEPIXKEHO.

6. YV pa3i NOBTOpHHMX BI3HMTIB TepMiH Aii JO3BONy Ha Bi3UT HE MOXe
nepeBUIyBaTH 12 (ABaHAIATH) MiCALIB.

7. Koxna Cropona 3abe3nedyye OXOpOHY MEpPCOHAIBHUX JAaHHUX
BiJIBITyBad4iB BiIMOBIHO J0O 3aKOHOJABCTBA CBOEI JepKaBH.

CTATTA S8
KOHTPAKTH 3 OBMEXEHHUM JOCTYIIOM

1. V pasi, konu Oynp-ska 31 CropiH Mae HaMmip YyKJIacTH KOHTpakKT,
IIOB'sI3aHM# 3 iHboOpMaLi€lo 3 OOMEXXeHHUM AOCTYIIOM, SIKUH Oyae BUKOHYBaTHUCA
Ha Teputopii AepxkaBu iHmoi Croponu, CropoHa-omepxyBad Oepe Ha cebe
BiMOBiAaIBHICTB 32 OXOpOHY iHGOpMaii 3 0OMeXeHUM JOCTYIIOM, ITOB’SI3aHO] 3
KOHTPAKTOM, BiZIIOBiHO JIO 3aKOHOJaBCTBA CBOEI I€PKaBH.




2. Tlepen mepemadero CTopoHOK-mKepenoM iHbopmanii 3 oOMexeHHM
JOCTYIIOM Aep’KaBHOMy OpraHy Ta/abo inmriii ropuau4dHi# ocobi AeprkaBH 1HIIOT
CropoHu KOMIeTeHTHHU# opraH Oe3nexu nep>xaBi CTOpPOHH-OJEPXKyBaya Mae:

a) MiATBEpOWTH, IO BiAMOBIZHUN HepxaBHHHA opraH Ta/a6o iHIa
opuaM4Ha ocofa Mae MpaBO Ha IPOBa/PKEHHs [IisNIBHOCTI, IOB'S3aHOI 3
inpopmariero 3 o6MeXeHUM IOCTyrnmoM, abo HajaTH JO3BUI HAa MPOBAKEHHS
IisBHOCTI, MOB'A3aHOI 3 iHpopMaliero 3 0OMeXeHUM JOCTYIIOM, BiIIOBIHO IO
HaIliOHAJIFHOTO 3aKOHOIaBCTBA;

b)  MATBEpIUTH, IO YCiM ocobaM, yui 060B’I3KH MOTPEOYIOTH JOCTYITY
no indopMmamii 3 oOMeXeHHWM JOCTYNOM, 3riAHO 3 HaliOHAIBHUM
3aKOHOJABCTBOM HaJaHO [IONYCK, SIKMH BIiJIOBia€ CTYNEHIO OOMEXEHHs

IOCTYyIy iHpopmauii.

3. Croponu 3abe3neuyroTh, 100 KOXHHUH KOHTpPakT 3 OOMEXEHHM
JIOCTYIIOM BKJIIOYaB BiJOBIAHMIE AOAATOK, KU OU MiCTHB:

a) mnepenik iHQopMauii 3 oOMeXEeHHUM MOCTYIOM, IO NepelacTbCcs 4H
CTBOPIOETHCS 32 KOHTPAKTOM 3 OOMEXeHHM AOCTYNoM, Ta ii rpudu obMexeHHs
AOCTyIY;

b) ocoGnuBi BuUMoOru miomo 30epiranHs iHdopmanii 3 oOMexeHuM
IOCTYIIOM;

C) mpoueaypy 3B’S3Ky [Uii 3MiHH CTyneHs OOMEXEHHS IOCTYITy
iHbopmarii 3 06MEXEHNM JOCTYIIOM;

d) xaHanu 3B’43Ky Ta 3acOo0M €NEeKTPOHHOI Nepenadi;

e) Npouexypy nepenadi iHpopMalii;

f) 3060B’sa3aHHS MOBIOMJIATH NMpO OyIb-SIKy HiIHCHY KOMIIpOMETALIO
indopmaii 3 o6MeXEeHNM JOCTYIIOM ab0 TaKy, 110 MiJ03PIOETHCS;

g) TOpsSOOK BUPILIEHHS CIOPIB.

4. Mix KOMIIETEHTHMMH opraHamu Oesneku nepxaB CTOpiH MOXYTb
po3pobnATHCS Ta Y3rOMKyBaTHCS JE€TalbHI MpOLEAYpH, IO CTOCYHOTHCS
KOHTPAKTiB 3 0OMEXEHUM JOCTYIIOM.

CTATTH 9
NEPE/AYA IHPOPMALII 3 OBMEKEHMM JIOCTYIIOM

1. Indopmanis 3 o6MexxeHUM JIOCTYIIOM nepeaacThes
OWIUIOMATHYHUMH/BIHCBKOBUMH ~ Kyp'epamu  abo  iHmmMH  3acobamuy,
y3rO/DKEHHMMH KOMIIETEHTHUMH opraHamMu Oesneku. (CTOpoHa-onepKyBad
MUCHEMOBO miaTBepmxye CTOpoHi-IpKepeny IIoAO OTpuMaHHsA iHQopMamii 3
00MeXXeHHUM JOCTYIIOM.

2. V pasi BignpaeneHHs iHdopMallii 3 o6MeXeHHUM IOCTYIIOM BEIHKOIO
po3Mipy 4 06CSry KOMIETEHTHI OopraHy 6e3MeKd MOXYTh B3a€EMHO Y3TOIMTH Ta




3aTBEpAMTH 3acOOM Iepejadi, a TAKOX 3aXOAM Oe3nmeKkd Iyl KOXHOTO TaKoro
BHIIAJKY.

3. O6MiH iHdopMalielo 3 OOMEXEHHMM AOCTYIOM 3 BHKOPHCTaHHSAM
eJIEKTPOHHUX 3aco0iB 3HiMCHIOETHCS BIANOBIAHO A0 Oe3MeKoBHX IpoLEeAyp,
BCTAHOBJIEHMX 33 B3a€EMHHUMH JOMOBJICHOCTSMH KOMIIETEHTHHMM OpraHaMH
6e3mexH 3rifHO 3 HallilOHAJILHUM 3aKOHOJ{aBCTBOM.

CTATTA 10
INOPYUIEHHS ITPABHJI BE3IIEKH TA KOMIIPOMETAIIISA
IH®OPMAIIII 3 OBMEXXEHUM JOCTYIIOM

1. V pasi mopyuieHHs npaBuj Oe3leKd KOMIIETEHTHHH opraH Oe3nexu
nepxxaBd CTopoHH-oZep)KyBada iHQOpPMye KOMIIETEHTHHH opraH Oe3neku
nepxaBid CTOpOHH-IDKepena, 3abesredye HaJeXHe pO3CHiAyBaHHS TaKOTro
BHIIAIKY Ta 3IiHCHIOE HEOOXiIHI 3aX0oAu 3 0OMeXeHHs HacIiKiB BiAIOBIIHO A0
HAI[iOHAJIBHOIO 3aKOHONABCTBA. 3a 3allUTOM KOMIIETEHTHI oOpraHu O6e3rekH
CIIPUAIOTH OJUH OJHOMY B pO3CIIioyBaHHi.

2. V pasi gkmo kommpomeranis iHdopmarili 3 oOMexeHHM IOCTYIIOM
CTajlacsi Ha TEPUTOPil TPeThOi CTOPOHH, KOMITIETEHTHHI OpraH 0e3meku ep>kaBU
Croponu, mo 3mailicHioe nepenady, iHGOpMye KOMIIETEHTHHH opraH Gesneku
nepxaBi CTopoHH-Ixepena, 3abe3nedye CIpPHSHHSA pPO3CHIJyBaHHIO TaKOro
BHNIAAKY Ta 3IilficHIOE HeoOXinmHi 3axoau 3 OOMeXeHHS HacJifKiB 3rigHo 3
HalliOHAJIFHAM 3aKOHOJJaBCTBOM.

3. Ilicna 3aBeplIeHHS pO3CHiAyBaHHS KOMIIETEHTHHH opraH O6e3lekH
IepXXaBH, Ie KOMIIpOMeTallis 4YH MOXJHMBa KOMIIpoMeTauis iHpopmalii 3
oOMeXeHHM IOCTYIIOM CTajacs, HeralHO MHUCEMOBO iH(OpPMye KOMIIETEHTHHMH
opraHn Oesnexku pnepxxaBd iHImMOI CTOpOHM MpO pe3yJbTaTH Ta BHCHOBKH
pO3citilyBaHHS.

CTATTs 11
BHUPIINEHHA CIIOPIB

Bynap-siki crmopd CTOCOBHO TiyMadeHHs a0o BHKOHaHHA Li€l Yroau
BHpILIYIOTBCS LUIAXOM IleperoBopiB Mix CTOpoOHaMH Ta HE MOXYTh OyTH
nepedaHi TpeTiit CTOPOHi AJisl BperyJIIOBaHHS.




CTATTA 12
BUTPATH

Koxna CTopoHa CaMOCTifiHO Hece MOXJMBI BHTpaTH, MOB'A3aHi 3
BHUKOHAHHSAM Li€l YToAH, BiINOBIAHO 10 3aKOHOAABCTBA CBOE] AEPKABH.

CTATTA 13
B3A€MHE CIITPUSAHHSA

1. Koxna CTopoHa Hajae CIpUAHHA IpeICTABHUKAM JepXaBU iHIIOL
CTOpOoHH NpH BUKOHAHHI Ta TIyMa4eHH IT0JIOXKEHb L€l YTroaH.

2. Y pasi motrpebu KoMIeTeHTHi opraHu Oesmexu nepxaB CTopiH 3a
IIHCHBMOBHM 3aIllIHTOM IPOBOJSATH B3a€EMHI KOHCYJIBTALIii.

3. KomnerenTHi opranu 6e3mexu nepxaB CToOpiH HNOBIZOMIISIIOTH OJHA
omHy npo OyIp-iki 3MiHM HalllOHAJBHOTO 3aKOHOJAaBCTBa y cdepi OXOpOHH
iHpopMauii 3 o6MEXEHUM OOCTYIIOM, SIKI MOXYTh BIUIMHYTH Ha BHMKOHAHHS
IIOJIOKEHB Li€l YTOoau.

CTATTA 14
ITPUKIHIIEBI ITIOJIO2KEHHS

1. IIs VYroma yknamaeTeCs Ha HEBU3HAYEHMM Iiepiod 1 miajnsrae
ITOTOKEHHIO BiATIOBIOHO 10 3aKOHOAABCTBA AepxkaB CTopiH.

2. s Yroma Habupae YMHHOCTI Ha HepIIUH AEHBb JPYTroro MicsAus MiCis
orpuMaHHs CTOpPOHaMH OCTaHHBOTO ITHCEMOBOTO IOBiAOMJIEHHS IIPO BUKOHAHHS
yciX BHYTPIIIHBOJEP)XKaBHHUX TpOLEdyp, HeoOXifHuX 11 HabpaHHA HeEIO
YUHHOCTI.

3. Koxna CropoHa Mae mpaBo y Oynp-sKuil 4Yac NPUIIMHHUTH IO L€l
VYromu. Y TakoMy pa3si TepMiH Aii Yroau 3aBepLIyeThCs Ha HACTYIIHHHM J€HB
yepe3 6 (wmicTe) MicsliB micns HaacwiaHHA iHmow0 CTOpPOHOIO IOBIIOMIEHHS
PO MPUIHHEHHS Oil.

4. HesBaxkaroun Ha mnpunuHeHHs mii uiei Yromw, Bcs iHdopMauis 3
oOMeXXeHHM [OCTYIOM, MepelaHa BiANOBIAHO A0 Li€l YToAu, OXOPOHSETHCA
3TIOHO 3 MOJOXXEHHSIMH, BUKJIaIeHUMH B Hii.

5. Ha ocHoBi B3aeMHoi 3roau CropiH mo wiei Yroau Moxe O6yTH BHECEHO
3MIHM Ta [JONOBHEHHsA. 3MiHM Ta JONOBHeHHA Ao wiei Yromu HabuparoTh
YHHHOCTI BiATIOBiTHO IO MOJIOXXEHB ITyHKTY 2 L€l CTATTI.




6. Koxna i3 Ctopin HeBiaxiagHo iHGOpMye ofHa OqHY Mpo Oynb-sIKi 3MiHH
3aKOHIB Ta MpaBHJI CBOIX Jiep)kaB, SIKi BIUIMBaTUMYTh Ha OXOpOHY iH¢opmamii 3
oOMeXxeHHM JOCTYIIOM 3a Ii€r0 Yromow. Y Ttakomy pa3i CTOpPOHH KOHCYNBTYIOTh
OIHa OIHY IPO PO3TJIsA MOXIIMBOCTI BHECEHHS 3MiH 10 miei Yroau. OgHo9acHO
inpopMaris 3 oOMeXeHHM J[OCTYIIOM NPpPONOBXYE OXOPOHSTHCH, SK Ie
BCTaHOBJIEHO YT0z010, JoKH CTOpOHa-IXepeio MHCBMOBO He IMOBiIOMHUTH IPO
iHIIe.

[Tinmucaro y M. Byxapect 22 sxoBtHs 2013 poky B OBOX NpHMipHHKAX,
KOXHHIM yKpalHCBKOIO, pyMYHCBKOIO Ta aHIJIiHICBKOI0 MOBaMH, IPU IBOMY BCi
TEeKCTH € aBTeHTHYHHUMH. Y BHUNAJKy BHHHKHEHHS po30iKHOCTEH 11010
TIIyMadeHHs MOJIOXKeHb Li€i YToAu, TeKCT aHINiHChKOI0 MOBOIO Ma€ IepeBaXKHy
CHITy.

3A KABIHET MIHICTPIB
YKPAIHH
BOJIOAUMUP ITOPOABKO MAPIYC IIETPECKY
3actynHuk I'oJsioBH Hdep:kaBHHI cexpeTap
Cnyx6u 6e3nexn Ykpainu I'eHepajbHHH qHpPEKTOP

HaunionaansHoro odicy peecrpanii
inpopmauii 3 06MekeHHM AOCTYIIOM




AGREEMENT
BETWEEN
THE CABINET OF MINISTERS OF UKRAINE
AND
THE GOVERNMENT OF ROMANIA
ON MUTUAL PROTECTION OF CLASSIFIED INFORMATION

The Cabinet of Ministers of Ukraine and the Government of Romania,
hereinafter referred to as "the Parties",

In order to ensure the protection of all Classified Information jointly
produced or exchanged between the Parties directly or through public authorities
and/or other legal entities, and within the framework of activities which fall under
the responsibility of the Competent Security Authorities of the Parties,

Have agreed on the following:

ARTICLE 1
APPLICABILITY

1.  This Agreement shall form the basis for any exchange of Classified
Information between the Parties directly or through the public authorities or other
legal entities or the joint production of such information.

2. This Agreement shall not affect the commitments taken by each
Party under other international agreements and shall not be used against the
interests, the security and the territorial integrity of other states.

ARTICLE 2
DEFINITIONS

For the purpose of this Agreement:

a. Classified Information means:

any information, regardless of its physical form, carrier and record mode,
to which a particular Security Classification level has been assigned in
compliance with national legislation and which shall be protected accordingly;

b. Security Classification Marking means:
marking indicating the security classification level assigned to classified
information in accordance with national legislation of the Parties;




c. Classified Contract means:
an agreement in any form between public authorities and/or other legal
entities of the States of the Parties involving Classified Information.

d. Originating Party means:
public authority or other legal entity of the State of the Party which
originates and transfers Classified Information;

e. Receiving Party means:
public authority or other legal entity of the State of the Party which
receives Classified Information of the Originating Party;

f. Breach of Security means:
an act or an omission contrary to national security regulations, that results
in an actual or possible Compromise of Classified Information;

g. Compromise of Classified Information means:

a situation when — due to a Breach of Security or adverse activity (such as
espionage, act of terrorism or theft) — Classified Information has lost its
confidentiality, integrity or availability, or when supporting services and
resources have lost their integrity or availability. This includes loss, partial or
total disclosure, unauthorized modification and unauthorized destruction or denial
of service;

h. Personnel Security Clearance Certificate means:

a document issued in accordance with the national legislation of the Parties
certifying that, in performing his/her duties, the holder is authorized to have
access to Classified Information of a certain Security Classification level, in
compliance with the Need-to-Know principle;

i. Need-to-Know means:

a principle by which access to Classified Information may be granted
individually only to those persons who, in performing their official duties, need
to have access to such information;

j- Competent Security Authority means:

the institution empowered with authority at national level which, in
compliance with the national legislations of the Parties, ensures the
implementation of the protective measures for Classified Information. Such
authorities are listed in Article 3.

ARTICLE 3
COMPETENT SECURITY AUTHORITIES

1. The Competent Security Authorities of the Parties are:




In Ukraine In Romania
Security Service of Ukraine Government of Romania
Volodymyrska St., 33 National Registry Office for
Kyiv Classified Information
UKRAINE 4 Mures Street

Bucharest 1

ROMANIA

2. The Competent Security Authorities shall provide each other, upon
request, with information about their security organization and procedures. To
this end, the Competent Security Authorities shall agree on mutual visits.

3. The Competent Security Authorities shall notify each other any
changes of their names or any transfer of their competence to other authorities.

ARTICLE 4
EQUIVALENCE OF SECURITY CLASSIFICATION MARKINGS

1.  The Parties have determined that the equivalence of the national
Security Classification markings is as follows:

For Ukraine For Romania Engllsh. language
Equivalent
STRICT SECRET DE
Oco6n11Boi BaXKJIMBOCTI IMPORTANTA TOP SECRET
DEOSEBITA
IlinkoM TaEMHO STRICT SECRET SECRET
TaeMHO SECRET CONFIDENTIAL
s ciyx60Boro SECRET DE
KOPHCTYBaHHsA SERVICIU RESTRICTED

2. Each of the Parties shall mark all the Classified Information received
from the other Party with the corresponding national Security Classification
marking according the equivalence stated in paragraph (1) of this Article.

ARTICLE 5
PROTECTION OF CLASSIFIED INFORMATION

1.  In accordance with their national legislation, the Parties shall take
appropriate measures to protect Classified Information which is transmitted,
received, produced or developed as a result of any agreement in any form
between the public authorities and/or other legal entities of the States of the
Parties. The Parties shall ensure to all the received or jointly produced Classified
Information the same protection, as it is provided for the national Classified




Information marked with the corresponding Security Classification marking,
according to paragraph (1) of Article 4 of this Agreement.

2. The Receiving Party shall neither assign a lower Security
Classification level for the received Classified Information nor declassify it
without the prior written consent of the Competent Security Authority of the State
of the Originating Party. The Originating Party shall inform the Receiving Party
of any changes in the Security Classification level of the transferred Classified
Information.

3. All reproductions of Classified Information shall be marked with the
same Security Classification marking as the original classified information and
shall be protected accordingly. The number of reproductions shall be limited to
that necessary for official purposes.

4.  The received Classified Information marked with a Security
Classification marking "Ocob6muBoi Baxuusocti"/STRICT SECRET DE
IMPORTANTA DEOSEBITA / TOP SECRET shall be reproduced or translated
only with the prior written consent of the Originating Party.

5.  Classified Information marked with the Security Classification
marking "TaemHo" / SECRET / CONFIDENTIAL or "LinkoM TaemHo" / STRICT
SECRET / SECRET may be destroyed only with the prior written consent of or at
the request of the Originating Party in accordance with the national legislation of
the Receiving Party, in such a manner that its reconstruction in whole or in part
be impossible. The "Oco6muBoi BaxumBocti"/STRICT SECRET DE
IMPORTANTA DEOSEBITA / TOP SECRET information shall not be destroyed
but returned to the Originating Party.

6. The Receiving Party shall inform the Originating Party of the
destruction of Classified Information.

7. In case of an imminent danger, Classified Information shall be
destroyed without prior authorization. The Competent Security Authority of the
Originating Party shall immediately be notified about this.

8.  Access to Classified Information received under this Agreement is
allowed, with the observance of the Need-to-know principle, only to those
individuals who have been granted a Personnel Security Clearance Certificate
equivalent to Security Classification level of the information for which the access
is required, or who have been authorized in accordance with the national

legislation.

9.  None of the Parties shall release received Classified Information to a
third party without prior written consent of the Competent Security Authority of




the State of the Originating Party. This Agreement shall not be invoked by either
Party to obtain Classified Information that the other Party has received from a

third party.

ARTICLE 6
PERSONNEL SECURITY CLEARANCE CERTIFICATE

1. The Personnel Security Clearance Certificate shall be granted
following the security vetting procedure conducted in accordance with the
national legislation of each Party.

2. On request, the Competent Security Authorities of the States of the
Parties, taking into account the respective national legislation, shall assist each
other in the vetting procedures related to the issuance of the Personnel Security
Clearance Certificates and of the Facility Security Clearance Certificates. To this
end specific arrangements may be agreed upon between the Competent Security
Authorities of the States of the Parties.

3. The Parties shall mutually recognize the Personnel Security
Clearance Certificates and the Facility Security Clearance Certificates issued in
accordance with their national legislations.

4.  Within the framework of the implementation of this Agreement, the
Competent Security Authorities shall inform each other of any changes to the
Personnel Security Clearance Certificates and to the Facility Security Clearance
Certificates, in particular of their revoke.

ARTICLE 7
VISITS

1. Visits involving access to Classified Information or to premises
where such information is created, handled or stored, or where activities
involving Classified Information are carried out, shall only be granted by one
Party to visitors from the State of the other Party if a prior written permission
from the Competent Security Authority of the host Party has been obtained. Such
permission shall only be granted to persons who hold appropriate Personnel
Security Clearance Certificates and have a Need-to-Know.

2.  Visits shall be notified twenty (20) working days in advance.

3. In urgent cases, the request for visit could be transmitted later, but
not less than five (5) working days before.

4.,  Arequest for visit shall include:




a. Visitor's first and last name, place and date of birth, nationality,
passport or identity card number;

b. Name of the establishment, company or organization he/she
represents or to which he/she belongs;

c.  Name and address of the establishment, company or organization to
be visited;

d. Confirmation of the visitor's Personnel Security Clearance
Certificate or authorization;

e. Object and purpose of the visit or visits;

f Expected date and duration of the requested visit or visits. In case of
recurring visits the total period covered by the visits should be stated;

g. Name and phone number of the point of contact at the
establishment/facility to be visited, previous contacts and any other information
useful to determine the justification of the visit or visits;

h.  The date, signature and stamping of the official seal of the
Competent Security Authority.

5. The Competent Security Authority of the State of the host Party shall
inform the security officers of the establishment, facility or organization to be
visited of data of those persons confirmed for a visit.

6. In case of repeated visits the validity of visit authorizations shall not
exceed twelve (12) months.

7. Each Party shall guarantee the protection of personal data of the
visitors according to its national legislation.

ARTICLE 8
CLASSIFIED CONTRACTS

1. Inthe event that either Party intends to grant a Classified Contract to
be performed within the territory of the State of the other Party, the Receiving
Party will assume responsibility for the protection of Classified Information
related to the contract in accordance with its national legislation.

2.  Before the Originating Party releases classified information to a
public authority and/or to other legal entity of the State of the other Party, the
Competent Security Authority of the State of the Receiving Party shall:

a. Confirm that the respective public authority and/or other legal entity
has the right to handle Classified Information or grant a Facility Security
Clearance Certificate in accordance with the national legislation;

b.  Confirm that all personnel whose duties require access to Classified
Information have been granted in accordance with the national legislation




Personnel Security Clearance Certificates corresponding to the Security
Classification level of the information.

3.  The Parties shall ensure that every Classified Contract includes an
appropriate Security annex containing;:

a. A List of Classified Information to be transmitted or produced under
the Classified contract and its security classification markings;

b. Special demands on storage of Classified Information;

c. Procedure for the communication of changes in the Security
Classification level of Classified Information;

d. Communication channels and means for electromagnetic
transmission;

e. Transmission procedure;

f. An obligation to notify any actual or suspected Compromise of
Classified Information;

g.  Procedures for settlement of disputes.

4.  Detailed procedures related to Classified Contracts may be
developed and agreed between the Competent Security Authorities of the States
of the Parties.

ARTICLE 9
TRANSMISSION OF CLASSIFIED INFORMATION

1.  Classified information shall be transmitted by diplomatic / military
courier or by other means agreed upon by the Competent Security Authorities.
The Receiving Party shall confirm in written to the Originating Party the receipt
of Classified Information.

2.  Ifalarge consignment of Classified Information is to be transmitted,
the Competent Security Authorities may mutually agree on and approve the
means of transmission and security measures for each such case.

3.  The exchange of Classified Information via electromagnetic means
shall take place in accordance with the security procedures established through
mutual arrangements by the Competent Security Authorities in accordance with
national legislation.

ARTICLE 10
BREACHES OF SECURITY AND COMPROMISE OF CLASSIFIED
INFORMATION

1.  In case of a Breach of Security the Competent Security Authority of
the State of the Receiving Party shall inform the Competent Security Authority of




the State of the Originating Party, ensure proper security investigation of such
event and take the necessary measures to limit the consequences, in accordance
with national legislation. If required, the Competent Security Authorities shall
cooperate in the investigation.

2.  In case the Compromise of Classified Information occurs on the
territory of a third state the Competent Security Authority of the State of the
transmitting Party shall inform the Competent Security Authority of the State of
the Originating Party, ensure assistance in the security investigation of such event
and take the necessary measures to limit the consequences in accordance with
national legislation.

3.  After completing the investigation, the Competent Security
Authority of the State where the compromise or possible Compromise of
Classified Information occurred shall immediately inform in writing the
Competent Security Authority of the State of the other Party on the findings and
conclusions of the investigation.

ARTICLE 11
SETTLEMENT OF DISPUTES

Any dispute regarding the interpretation or implementation of this
Agreement shall be settled by negotiation between the Parties and shall not be
referred to any third party for settlement.

ARTICLE 12
COSTS

Each Party shall independently bear the eventual costs related to the
implementation of this Agreement in accordance with its national legislation.

ARTICLE 13
MUTUAL ASSISTANCE

1.  Each Party shall assist personnel from the State of the other Party in
the implementation and interpretation of the provisions of this Agreement.

2. Should the need arise the Competent Security Authorities of the
States of the Parties upon written request will have mutual consultations.

3.  The Competent Security Authorities of the States of the Parties shall
inform each other of any changes to the national legislation in the sphere of
protection of Classified Information that would affect the implementation of this
Agreement provisions.




ARTICLE 14
FINAL PROVISIONS

1.  This Agreement is concluded for an indefinite period of time and is
subject to approval in accordance with national legislations of the Parties.

2. This Agreement shall enter into force on the first day of the second
month following the receipt of the last of the notifications between the Parties
that the internal legal procedures necessary for this Agreement to enter into force
have been completed.

3.  Each Party has the right to terminate this Agreement at any time. In
such case the validity of the Agreement will expire after 6 (six) months following
the day on which the notification of termination was served to the other Party.

4.  Notwithstanding the termination of this Agreement, all Classified
Information provided pursuant to this Agreement shall continue to be protected in
accordance with the provisions set forth herein.

5.  This Agreement may be amended on the basis of the mutual consent
of the Parties. Such amendments shall enter info force in accordance with the

provisions of paragraph (2).

6.  Each Party shall promptly notify the other Party of any changes to its
national laws and regulations that would affect the protection of Classified
Information under this Agreement. In such case, the Parties shall consult each
other to consider possible changes to this Agreement. In the meantime, Classified
Information shall continue to be protected as described herein, unless requested
otherwise in writing by the Originating Party.

Signed in Bucharest on 22" of October 2013, in two original copies each one in
the Ukrainian, Romanian and English languages, all texts being equally authentic.
In case of differences in the interpretation, the English text shall prevail.

FOR THE CABINET OF FOR THE GOVERNMENT OF
MINISTERS OF UKRAINE , l
VOLODYMYR PORODKO MARIUS PETRESCU, Phd
Deputy Chairman Secretary of State
of the Security Service of Ukraine Director General

of the National Registry Office
for Classified Information




ACORD
INTRE
CABINETUL DE MINISTRI AL UCRAINEI
SI
GUVERNUL ROMANIEI
PRIVIND PROTECTIA RECIPROCA
A INFORMATIILOR CLASIFICATE

Cabinetul de Minigtri al Ucrainei si Guvernul Romaniei, denumite 1n
continuare “Partile”,

In scopul asigurarii protectiei Informatiilor Clasificate, generate 1n comun
sau schimbate mtre Parfi direct sau prin intermediul autoritatilor publice
si/sau al altor persoane juridice, cat si in cadrul activitatilor care sunt in
responsabilitatea Autoritatilor Competente de Securitate ale Partilor,

Au convenit urmatoarele:

ARTICOLUL 1
DOMENIUL DE APLICARE

Prezentul Acord va sta la baza schimbului de Informatii Clasificate intre
Parti, direct sau prin intermediul autoritatilor publice sau al altor persoane
juridice, cat si la baza generarii in comun a unor astfel de informatii.

Prezentul Acord nu va afecta obligatiile asumate de fiecare Parte prin alte
acorduri internationale si nu va fi folosit impotriva intereselor, securitatii
si integritafii teritoriale ale altor State.

ARTICOLUL?2
DEFINITII
In sensul prezentului Acord:
Informatii Clasificate inseamna:

orice informatie, indiferent de forma sa fizica, modalitatea de transmitere
si modul de inregistrare, careia i s-a atribuit un anumit nivel de clasificare



de securitate 1n conformitate cu legislatia nationala si care va fi protejata
corespunzator;

Marcaj al Clasificarii de Securitate inseamna:
marcaj ce indica nivelul clasificarii de securitate atribuit unei Informatii
Clasificate 1n conformitate cu legislafia nationala a Partilor;

Contract Clasificat inseamna:
acord sub orice forma Incheiat intre autoritatile publice si/sau alte
persoane juridice din Statele Partilor si care contine Informatii Clasificate;

Parte Emitenta inseamna:
autoritate publica sau alta persoana juridica din Statul Partii care emite si
transmite Informatii Clasificate;

Parte Primitoare inseamna:
autoritate publica sau alta persoana juridica a Statului Partii care primeste
informat1i clasificate ale Partii Emitente;

Incident de Securitate inseamna:

actiune sau omisiune contrara reglementarilor nationale de securitate care
are ca rezultat Compromiterea efectiva sau posibila a Informatiilor
Clasificate;

Compromiterea Informatiei Clasificate inseamna:

situatie in care - datorita unui Incident de Securitate sau unei activitati
ostile (precum spionaj, act de terorism sau furt) - Informatiile Clasificate
si-au pierdut confidenfialitatea, integritatea sau disponibilitatea ori atunci
cand serviciille §i resursele conexe si-au pierdut integritatea sau
disponibilitatea. Aceasta include pierderea, dezvaluirea partiala sau totala,
modificarea si distrugerea neautorizate sau repudierea serviciului,

Certificat de Securitate a Personalului inseamna:

document emis In conformitate cu legislatia nationala a Partilor si care
atesta faptul ca, In Indeplinirea sarcinilor de serviciu, definatorul este
autorizat sa aiba acces la Informafii Clasificate de un anumit nivel de
clasificare de securitate, in conformitate cu principiul ,,Necesitatea de a
Cunoaste”;

Necesitatea de a Cunoaste inseamna:

principiu conform caruia accesul la Informafii Clasificate poate fi acordat
in mod individual numai persoanelor care, pentru indeplinirea indatoririlor
de serviciu, trebuie sa aiba acces la astfel de informatii;



Autoritate Competenta de Securitate inseamna:

institufla 1nvestita cu autoritate la nivel national si care, conform
legislatiilor nationale ale Partilor, asigura implementarea masurilor de
protectie a Informatiilor Clasificate. Aceste autoritafi sunt mentionate la

art. 3.

ARTICOLUL 3

AUTORITATILE COMPETENTE DE SECURITATE

1. Autoritatile Competente de Securitate ale Partilor sunt:

In Ucraina

In Romania

Serviciul de
Ucrainei

Str. Volodymyrska nr.33
Kiev

UCRAINA

Securitate

al

Guvernul Romaniei

Oficiul Registrului National al
Informatiilor Secrete de Stat
Str. Mures nr.4

Bucuresti 1

ROMANIA

2. Autoritatile Competente de Securitate 1si vor furniza reciproc, la
cerere, informatii privind organizarea si procedurile lor de securitate.
In acest sens, Autoritatile Competente de Securitate vor conveni asupra

unor vizite reciproce.

3. Autoritatile Competente de Securitate se vor informa reciproc cu
privire la orice modificari survenite in denumirile lor sau 1n legatura cu

orice transfer al competentei acestora catre alte autoritaf:.

ARTICOLUL 4

ECHIVALENTA MARCAJELOR CLASIFICARII DE SECURITATE

1.  Partile au stabilit urmatoarea echivalenta a Marcajelor nationale ale
Clasificarii de Securitate:

Pentru Ucraina

Pentru Romania

Echivalentul in limba

engleza
STRICT SECRET DE
Oco01BO1 BOXXJIMBOCTI IMPORTANTA TOP SECRET
DEOSEBITA
LTinkoM TaEMHO STRICT SECRET SECRET
TaemHO SECRET CONFIDENTIAL
Jins ciry»c©oBoro SECRET DE
KOpPHCTYBaHHS SERVICIU RESTRICIED




Fiecare Parte va marca toate Informatiile Clasificate primite de la cealalta
Parte cu Marcajul national al Clasificarii de Securitate corespunzator, in
conformitate cu echivalenta stabilita in alin.(1) al prezentului articol.

ARTICOLUL 5
PROTECTIA INFORMATIILOR CLASIFICATE

In conformitate cu legislatia nationala proprie, Partile vor lua masurile
adecvate pentru protectia Informatiilor Clasificate transmise, primite,
produse sau elaborate ca rezultat al oricarui acord, sub orice forma,
incheiat intre autoritagile publice si/sau alte persoane juridice din Statele
Partilor. Parfile vor acorda tuturor Informatiilor Clasificate primite sau
produse 1n comun acelasi nivel de protectie ca cel prevazut pentru
Informatiile Clasificate nationale ce poarta Marcajul corespunzator al
Clasificarii de Securitate, in conformitate cu alin. (1), articolul 4 al
prezentului Acord.

Partea Primitoare nu va atribui Informatiilor Clasificate primite un nivel
de clasificare de securitate mai scazut si nici nu le va declasifica fara
acordul prealabil scris al Autoritatii Competente de Securitate din Statul
Parfii Emitente. Partea Emitenta va informa Partea Primitoare asupra
oricaror modificari survenite in nivelul de clasificare de securitate a
Informatiilor Clasificate transmise.

Toate multiplicarile Informatiilor Clasificate vor fi marcate cu aceleasi
Marcaj al Clasificarii de Securitate ca si Informatiile Clasificate originale
si vor fi protejate corespunzator. Numarul multiplicarilor se va limita la
numarul necesar scopurilor oficiale.

Informatiile Clasificate primite marcate cu Marcajul Clasificarii de
Securitate  "Ocobmusoi  Baxmsocti” /STRICT ~ SECRET  DE
IMPORTANTA DEOSEBITA /TOP SECRET vor fi multiplicate sau

traduse numai cu acordul prealabil scris al Parfii Emitente.

Informatiile Clasificate marcate cu Marcajul Clasificarii de Securitate
»laeMHo” / SECRET / CONFIDENTIAL sau "Ilinkom TaemHo" /
STRICT SECRET / SECRET pot fi distruse numai cu acordul prealabil
scris al Partii Emitente sau la cererea acesteia, in conformitate cu legislatia
nationald a Partii Primitoare, astfel incat sa fie imposibila reconstituirea
totala sau partiala a acestora. Informatiile "OcobmuBoi BakiuBocTi" /
STRICT SECRET DE IMPORTANTA DEOSEBITA / TOP SECRET nu
vor fi distruse ci vor fi returnate Partii Emitente.



Partea Primitoare va informa Partea Emitenta cu privire la distrugerea
Informatiilor Clasificate.

In cazul unui pericol iminent, Informatiile Clasificate vor fi distruse fara o
autorizare prealabila. Autoritatea Competenta de Securitate a Partii
Emitente va fi informata imediat despre aceasta situatie.

Accesul la Informatiile Clasificate primite in baza prezentului Acord este
permis, cu respectarea principiului ,,Necesitatea de a Cunoaste”, numai
persoanelor care detin Certificat de Securitate a Personalului echivalent cu
nivelul de clasificare de securitate al informatiilor pentru care se solicita
accesul sau persoanelor care au fost autorizate in conformitate cu
legislatia nationala.

Niciuna dintre Parti nu va transmite unui ter{ Informatile Clasificate
primite, fara acordul prealabil scris al Autoritatii Competente de Securitate
din Statul Partii Emitente. Prezentul Acord nu va fi invocat de niciuna
dintre Parti in scopul obtinerii Informatiilor Clasificate primite de cealalta
Parte de la un tert.

ARTICOLUL 6
CERTIFICATUL DE SECURITATE A PERSONALULUI

Certificatul de Securitate a Personalului va fi acordat in urma verificarii
de securitate efectuate in conformitate cu legislatia nationald a fiecarei
Parti.

La cerere, in conformitate cu legislatia nationala proprie, Autoritatile
Competente de Securitate din Statele Pargilor isi vor acorda asistenta
reciproca la procedurile de vetting privind emiterea Certificatelor de
Securitate a Personalului §i a certificatelor de securitate industriala. In
acest sens, se pot conveni aranjamente specifice intre Autoritatile
Competente de Securitate din Statele Partilor.

Partile vor recunoaste reciproc Certificatele de Securitate a Personalului si
certificatele de securitate industriala emise i conformitate cu legislatiile
nationale proprii.

In cadrul implementarii prezentului Acord, Autoritatile Competente de
Securitate se vor informa reciproc asupra oricaror modificari ale
Certificatelor de Securitate a Personalului si certificatelor de securitate
industriala, 1n special asupra cazurilor de retragere a acestora.



ARTICOLUL 7
VIZITE

Vizitele ce implica acces la Informatii Clasificate sau in incintele unde se
elaboreaza, se gestioneaza sau se stocheaza astfel de informatii sau unde
se desfagoara activitat1 ce presupun Informatii Clasificate vor fi autorizate
de catre o Parte pentru vizitatorii din Statul celeilalte Parfi numai dupa
obfinerea aprobarii prealabile scrise a Autoritatii Competente de Securitate
din Statul Parfii gazda. Aceasta aprobare va fi acordata numai persoanelor
care defin Certificate de Securitate a Personalului si respecta principiul
,Necesitatea de a Cunoaste”.

Vizitele vor fi anuntate cu douazeci (20) de zile lucratoare 1n avans.

In situatii urgente, cererea de vizita poate fi transmisa ulterior, dar cu
minimum cinci (5) zile lucratoare inainte de vizita propriu-zisa.

Cererea de vizita va cuprinde:

a. Numele si prenumele vizitatorului, locul si data nasterii, cetatenia,
numarul pasaportului sau a documentului de identitate;

b. Denumirea institugiei, companiei sau organizatiei pe care o reprezinta
sau de care aparfine vizitatorul;

c. Denumirea si adresa institutiei, companiei sau organizatiei ce
urmeaza sa fie vizitata;

d. Confirmarea Certificatului de Securitate a Personalului sau a
autorizatiei vizitatorului;

e. Obiectivul si scopul vizitei sau vizitelor;

f.  Data si durata estimata a vizitei/vizitelor solicitata/e. In cazul unor
vizite periodice se va specifica perioada totala acoperita de vizite;

g. Denumirea §i numarul de telefon al punctului de contact al
institufiei/obiectivului ce urmeaza a fi vizitat, contactele anterioare si
orice alte informatii utile pentru stabilirea motivului vizitei sau
vizitelor;

h. Data, semnatura si stampila oficiala a Autoritayti Competente de
Securitate.

Autoritatea Competenta de Securitate din Statul Partii gazda va informa
functionarii de securitate ai institutiei, obiectivului sau organizafiei care
urmeaza sa fie vizitata cu privire la datele persoanelor confirmate pentru
vizita,

In cazul unor vizite periodice valabilitatea autorizatiilor de vizita nu va
depasi douasprezece (12) luni.



Fiecare Parte va garanta protectia datelor personale ale vizitatorilor in
conformitate cu legislafia nationala proprie.

ARTICOLUL 8
CONTRACTE CLASIFICATE

in cazul 1n care una dintre Part: intenfioneaza sa incredinteze un Contract
Clasificat ce urmeaza a se derula pe teritoriul Statului celeilalte Parti,
Partea Primitoare isi va asuma responsabilitatea protejarii Informatiilor
Clasificate referitoare la contract, in conformitate cu legislatia nationala
proprie.

Inainte ca Partea Emitenta sa transmita Informatii Clasificate unei
autoritati publice si/sau unei alte persoane juridice a Statului celeilalte
Parti, Autoritatea Competenta de Securitate a Partii Primitoare:

a. Va confirma faptul ca respectiva autoritate publica si/sau alta
persoana juridica are dreptul de a gestiona Informatii Clasificate sau
va acorda un certificat de securitate industriald in conformitate cu
legislatia nationala;

b. Va confirma faptul ca intregul personal care, prin atributiile sale,
necesita acces la Informatii Clasificate, a primit, in conformitate cu
legislatia nationala, Certificate de Securitate a Personalului
corespunzatoare nivelului Clasificarii de Securitate al Informatiilor.

Parfile se vor asigura ca fiecare Contract Clasificat contine o anexa de

securitate corespunzatoare ce cuprinde:

a. O lista a Informatiilor Clasificate ce urmeaza a fi transmise sau
generate 1n baza Contractului Clasificat impreuna cu marcajele lor de
securitate;

b. Cerinte speciale privind stocarea Informatiilor Clasificate;

c. Procedura pentru comunicarea modificarilor survenite in nivelul
clasificarii de securitate al Informatiilor Clasificate;

d. Canale de comunicare si mijloace de transmitere electromagnetica;

e. Procedura de transmitere;

f.  Obligapia de a informa asupra oricarei Compromiteri efective sau
posibile a Informatiilor Clasificate;

g.  Proceduri de solutionare a diferendelor.

Proceduri detaliate privind Contractele Clasificate pot fi elaborate si
convenite intre Autoritatile Competente de Securitate din Statele Partilor.



ARTICOLUL 9
TRANSMITEREA INFORMATIILOR CLASIFICATE

Informatiile Clasificate vor fi transmise prin curier diplomatic/militar sau
prin alte mijloace convenite de Autoritatile Competente de Securitate.
Partea Primitoare va confirma in scris Parpii Emitente primirea
Informatiilor Clasificate.

Daca exista un volum mare de Informatii Clasificate ce trebuie transmis,
Autoritatile Competente de Securitate pot conveni si aproba reciproc
modalitafile de transmitere gi masurile de securitate pentru fiecare caz in
parte.

Schimbul de Informatii Clasificate prin intermediul mijloacelor
electromagnetice se va realiza potrivit procedurilor de securitate stabilite
prin aranjamente reciproce de catre Autoritagile Competente de Securitate,
in conformitate cu legislatia nationala.

ARTICOLUL 10
INCIDENTE DE SECURITATE SI
COMPROMITEREA INFORMATIILOR CLASIFICATE

In situatia producerii unui Incident de Securitate, Autoritatea Competenta
de Securitate din Statul Partii Primitoare va informa Autoritatea
Competenta de Securitate din Statul Partii Emitente, va asigura
investigatia de securitate adecvata a acestui caz si va lua masurile necesare
in vederea limitarii consecintelor, in conformitate cu legislafia nationala.
Daca este necesar, Autoritatile Competente de Securitate vor coopera la
investigatie.

in cazul in care Compromiterea Informatiilor Clasificate s-a produs pe
teritoriul unui Stat tert, Autoritatea Competenta de Securitate din Statul
Part1i care transmite informatiile va informa Autoritatea Competenta de
Securitate din Statul Partii Emitente, va sprijini investigatia de securitate a
acestui caz si va lua masurile necesare pentru limitarea consecintelor, in
conformitate cu legislatia nationala.

Dupa finalizarea investigatiei, Autoritatea Competenta de Securitate din
Statul 1n care s-a produs Compromiterea sau o posibila Compromitere a
Informatiilor Clasificate va informa imediat, 1n scris, Autoritatea
Competenta de Securitate din Statul celeilalte Part1 asupra constatarilor si
concluziilor investigatiei.



ARTICOLUL 11
SOLUTIONAREA DIFERENDELOR

Orice diferend privind interpretarea sau aplicarea prezentului Acord va fi
solutionat prin negocieri intre Parft si nu va fi deferit unui tert pentru
solutionare.

ARTICOLUL 12
CHELTUIELI

Fiecare Parte va suporta in mod individual posibilele costuri legate de
aplicarea prezentului Acord, in conformitate cu legislatia nationala
proprie.

ARTICOLUL 13
ASISTENTA RECIPROCA

Fiecare Parte va acorda asistenta personalului din Statul celeilalte Part1 in
aplicarea i interpretarea dispozitiilor prezentului Acord.

Daca este necesar, Autoritajile Competente de Securitate din Statele
Partilor se vor consulta reciproc in baza unei cereri scrise.

Autoritatile Competente de Securitate din Statele Partilor se vor informa
reciproc asupra oricaror modificari ale legislatiei nationale 1n domeniul
protectiei Informatiilor Clasificate care ar putea afecta aplicarea
dispozitiilor prezentului Acord.

ARTICOLUL 14
DISPOZITII FINALE

Prezentul Acord este incheiat pe o perioada nedeterminata si este supus
aprobarii In conformitate cu legislatiile nationale ale Partilor.

Prezentul Acord va intra in vigoare in prima zi din a doua luna dupa
primirea ultimei notificari intre Parti prin care se mentioneaza ca au fost
indeplinite procedurile interne legale necesare intrarii in vigoare a
prezentului Acord.

Fiecare Parte are dreptul sa denunte prezentul Acord in orice moment. In
astfel de cazuri valabilitatea Acordului va inceta dupa 6 (sase) luni de la
data la care notificarea de denuntare a fost trimisa celeilalte Parti.



4. Fara a fine cont de denuntarea prezentului Acord, toate Informatiile
Clasificate furnizate in baza acestuia vor continua sa fie protejate n
conformitate cu prevederile stabilite 1 acest Acord.

5. Prezentul Acord poate fi amendat pe baza acordului reciproc al Partilor.
Amendamentele vor intra in vigoare in conformitate cu prevederile alin.
(2).

6.  Fiecare Parte va notifica prompt cealalta Parte asupra oricaror modificari

intervenite 1n legislatla si reglementarile napionale care ar putea afecta
protectia Informatiilor Clasificate in baza prezentului Acord. In acest caz,
Partile se vor consulta reciproc pentru a analiza posibilele modificari ale
acestui Acord. In tot acest timp, Informatiile Clasificate vor continua sa
fie protejate asa cum s-a stabilit m prezentul Acord, daca nu se solicita
altfel, in scris, de catre Partea Emitenta.

Semnat la Bucuresti la 22 octombrie 2013, in doua exemplare originale, fiecare
in limbile ucraineana, romana si engleza, toate textele fiind egal autentice. In caz
de diferente In interpretare, textul in limba engleza va prevala.
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