MEMOPAHIYM |
pe B3aEMOpo3yminus mix Ykpainowo Ta €Bpofieiicbkum noaineichKuM
ogicom crocoBHO Kou(ienuilinocTi Ta 3a0e3nmeveH s 36epekeH st
' inopmanii

Ykpaina
Ta
Ceponelcekuit momineicpkii odic (€Bporion)
(nam - Ctoponu),

YpaxoBytoun, mo CTOpPOHM BCTAHOBWIIM BiXHOCHHH CHIBPOOITHUITRBA 3
METO MATPUMKY - YKpalHW Ta ACpiKaB-wIeHIB  €BpomeichKoro Corozy B
3a1o00irasdi ta 60poTs6i 3 OpraHi30BAHOIO 3NI0YHHHICTIO, TEPOPU3MOM Ta iHIIUMHU
(hopmamu MDKHAPOJHOT 3T0UHHHOCT] IUIIXOM YKIIa[IeHHsI YoM IIpo olepaTHBHe
Ta CTpaTeriune crniBpoOiTHUIITRO (mani — Yroma),

YCBLIOMITIOIOUH HEOOXiTHICTS 3aXHCTy Ta OXOpOoHM K iHdopmarmii 3

0OMeMKeHHM JOCTYIIOM, TaK i HEeCEKpETHOI iHpOopMarlii, 06MiH fK0k0 2IilfcHIoETL s
mix CToporamu Ha mijcras] Yronu,

Oepyun nmo yearm crarTio 19 Yronu, 3rigHo 3 KOO Cropou mnoBuHHI
AOTPUMYBATUCS BUSHAUEHUX [PABHII KOH(1zeHniiHocT,

Oepyun mo yearm crarrio 20 Yroau, 3rimHo 3 skoro Cropoun moBuwmi
PEAII30BYBATH PUHIMIH, BUKIALEH] y crarti 19 Vroau, misxowm VKIIaIeHHs]
Mewmoparaymy mpo B3aEMOPO3YMIHHS, SKHH MOBUHen BKJIIOYATH, 30KpeMma,
JOJIOKCHHS IMOAO Oprasizanii cucreMu Geszrexu Cropin, naBuann i Tpewinris,
CTAHAAPTIB  IEepeBipKH g - CEKpPeTHOI poboTH, TaGIUIIO eKBIBAJIEHTHOCTI,
ponenypy  obpobxu  indopmarii 3 oOMexeHMM mocTymom  Ta OLlIHKH
tsaﬁe_s'r'feqemm 30epexenHs inpopmarii,

SBaKarodu, mo oOMiH IHPOpMAaNielo 3 06MesKeHmIM JOCTYIIOM € MOJIHBUM

e 32 YMOBM HaOpaHHs YHHHOCTI UM Memopangymom mpo B34€MOPO3yMiHHS
CTOCOBHO KOH(MIMEHUIHHOCTI;

- AOMOBHIHCS npo TaKe:



Merow nroro Memopanmymy PO  B3a€MOPO3yMiHHS € BPEI'YIIIOBAHHS
pouenypy saxucry IHpopManii, obmin skoo 3MIHCHIOETECS Miyg Croponamu,
HUIAXOM peanisanil npunmnmmis, BUKIanenux y cratti 19 Yromy,

Crarra 2

Busnadenns

bopmi Ta sxe Moxe BKJIFOYATH NepcoHanbHi it/aGo HelepcoHaneHi qami:

b) «indopmaris 3 oOMexeHuM MOCTYIIOM» O3Hayae Oynb-siky iHbopMariro,
BH3HAYEHY SIK Taka, II0 BHMarae SaXHCTY BIA HECAHKUIOHOBAHOIO
Posrosowenys, siky Gyrio BU3HAYEHO TAKOIO MO3HAYEHHSINM CEKPETHOCTI,

- ' 'C) «piBeHE CEKPETHOCTI» 03Hauae 3axmcHe [IO3HAYCHHS, sKe HamaeThes
* DOKYMEHTY 1 SIKHUM 3a3HAaYEHO 3aXomu Oesmexu, sxi Heoni,zmo 3aCTOCOBYBATH 10
iHhOpMarii::

d) «iHQOpMaUifiHa CcHeTeMmay O3HAYa€ WiNlicHiCTD inJpaCprKTypH,
OPraHizauii, kamposux Ta TEeXHIYHUX KOMIOHEHTIp Ang 360py, obpobkuy,
30epiranns, mepenaui, BiITBOpeHHS, HOLIMPEHHS, PO3MIINEHHA | BumanemHs
iHpopMarii BIIMOBIHO 710 BOTO Memopangymy TIPO B3aeMOpPO3yMiHHS:

€) «OUiHKA PU3KUKyY» 03Hauae CTPYKTYPOBaHUH mponec s BuBYenHs 3arpos
IHpopManitiuii Oesmeni, BpasmuBocT] iHpopMarii Ta BINIMBY Ha JisIbHICTE
BHACITIZIOK [TOPYIIeHHs IpaBUI KOHQIxeHIifHOCTI, miyricHocT Ta/abo JOCTYITHOCTI
- indopmanii a6o IHQOpManiftHoi cucremy 3 METOX0 BH3HAYEHHS JOIIALHOCT]
BIUTTS TOZATKOBHX 3aX0/IiB Oesmeky; _ '

f) «axpemuranis» ozmayae Tponec, Akuii 3AifcHIOeTbCs s rapaHTyBaHHs
peamisauii Beix Heo6XinHmX 3axonmiB Gesrmexu i mocrarHBOIO PiBHs 3axucry
iHpopMaLii 3 06MesKeHuM AOCTYIIOM Ta iHdopmariifiof CHUCTEMH BIJIIOBIHO 10
uporo  Memopaumymy PO B3aeMoposyminHs. ITporec aKpenuTauii Bu3Hayae
- MaKCHMallbHHUI piBeHp CEKPETHOCTI iHdopmanii, sxa mome 00pobisatucs B

i'HrbdpMauiﬁHiﬁ CHCTEMI, 4 TaKO3K BIJIITOBI MHi YMOBH;
) “BHITAZIOK IOPYIUEHHS CHCTeMY Oesnexu» o3Havac OMMH abd0 Hu3Ky
HeOaxkaHux abo HECTIOMIBAHUX BHIIANKiB ¥ cucremi inpopmaniiinof Oesmexu, o
MalOThb 3HAYHY HMOBipHicTE HAHECCHHS IIKONM omepariifmii RIANBHOCTI Ta
CTAHOBILATE 3arpo3y iHpopMmaniifuii Oesmen;

h) «aymur» osmavae CTPYKTYPOBaHHUH Iporiec BUBYEHHS, PO3IIIAy, OUiHKY

HE3aleXKHUMU Bin cutyarii, CHCTEMH, MPOLECY, TOCaH TOLIO.



TJIABA 1
KOH®IIEHIIAHICTE

Cratra 3
Mpuaunnu

Kosxua Cropona 3000B’sI3yeThCH:

1. saxmimary ta oxopOH;{TH‘HecereTHy inpopmaniro BITIOBIIHO 10 Vronu
Ta IEOTO MeMopaH,uyMy TIPO B3a€MOPO3YMIHHSA, 38 BHHSTKOM indopmarii, sika e
ABHO T03HaueHa abo 4iTko BusHauens SIK MyGItivna, 32 AOIIOMOIOK PI3HOMAHITHIX
3aX0/iB,  BKMIOYarOuy 30008’ 13aKHs o0 OOME&xKeHHs nocrymy |

KOoHOineHuifHOCT indopmarii, o0MeKeHHs! AOCTYNY IUIL  YIIOBHOBaYKeHOIO
NIEPCOHATTY Ta 3arabHi TexHiqm] i Iponuenypni 3axomu;

2. 3axumary i OXOPOHATH IHQOpPMALio 3 06MerxKeHIM AOCTYIIOM BIAINOBIgHO
10 ¥Tomou Ta 1soro Mewmopanmgymy Tpo B3aeEMOpo3yminHs,

Crarrs 4
Opranizauis moxo Oe3nexu

Koxna Cropona 3abesrneuye y cebe HAABHICTE oprauizanmii, CHCTEMHU |
3axX0.iB mozo Gesneku. Koxua Cropona rapagrye:

2. BU3HaueHHs BJIACHUKIB iHbOpMai X AKTHBIB;

3. BU3HAUEHHS Cy0’ekra, NMPU3HAYEHOTO BiMIIOBI AL HENM 34 yIpaBJIiHHS
iHopManiituuMmuy pH3MKaMuy; : :

- 5. BU3HaueHug cy0’exTa, mHpusHayenoro BIIIIOBIiaMbHUM 34 Oesrneky
* iHdopManii CJICKTPOHHOMY BHIISAMI:' '

6. BH3HaueHns cy0’exTa, mMpusHavenoro BIAIOBIAANLHUM 34 00pobky
Kpunrorpadiuzoro MaTepiay, sKIo Takuii BHKOPHUCTOBYETHCH,

Crarra §
Haguanus, Tpeninry ta indopmysanns

Koxna Cropona TapanTye, o0 Bej CHIBPOGITHHKH, siki 3I1HCHIOIOTE



MOBIIOMICHHS 3 IIUTaHb  Ge3smexy. Croponn  Takox
. CTBPOBITHEKY, sk YUPABIAIOTE i minTpn
cucrem Gesrrexy, CHinO6iTHHKH, SIKI MAIOTh Aoctyn no indopmaniiiamx aKTHBIB,

HAJIEKHUM YHHOM HaBYeHi i noindopmoBani OO TIpoLenypu ToBigoMIeHHs po
BUINALKK IOPYIIEHHS CHCTeMY Oesnexn

TapaHTYIOTh, [0
MYIOTb KOHbIryparriro iHopManiiinmx

Crarra 6
Iepesipka ps CEKPeTHOT poboTH if 103Bia Ha AOCTYI

Koxna Cropona 3abesneyye:

Ha  piBHi  «J[mg CiIy>k00B0Or0 KOpucTyBanHs»/«RESTREINT UE/EU
RESTRICTED», NPOHILIH Heo6Xi1Hy NEPEBIPKY JUIS CeKpeTHOL pobotu 3 MeTor0

BUSHAYCHHS TOro, yu Mojke ocoda, YPaxoByrouH ii mosumsHicT, TOBIpY 1o Hel Ta
HafilHicTE, MaTy AOCTYI o TaKoi indopmanii:

| 2. perynsapuuit TNEPErIs TPHBANOre npaga 0CO0M Ha mocTym no0 1H(OpMarTii
3 0OMexeHUM JOCTYHOM,

Crarra 7
Bubip pisus CeKPEeTHOCTI

I.Koxua Cropona BilNOBizae 33 BUOIp BimmnosigHoro PIBHA cekpeTHOCT]
1H(OPMaii, 1o HamaeThCs iHwi# Cropow.

2. Skmo Gymp-sika 3 Cropin = Ha ochos} IHQOpMALil, skofo BoHA mye
BOJIOJIIE, — NOXOMUTE BHCHOBKY, 1110 BUGIp piBHs CEKPETHOCTI OTpebye BHEeceHHs
3MiH, BOHa iHbOpMYEe pciiing Cropony # Hamaraerscy TOTONUTH BIIIIOBI NHUEL

4. Koxna Cropona moxe BusmawuTy CTPOK, IMPOTArOM  5AKOTO
3aCTOCOBy€ETBCS  BUOpAHMIA PiBEHB  CcekpeTHOCT] CTOCOBHO HamaHOl Hero



o

iHDOpManil, a Takox OyIb-siki  Moskmisi

3MIHH  piBHsI CCKPETHOCTI micis
3aKIHYEHHS boro CTPOKY.

3Mi_H_H 3TITHO 13 Wieto CTaTTero, yke HajaHo TPETIM
IHGOpMYIOTECS TIPO 3MiHH PIBHS CeKpeTHOCT.

Crarra 8
Tabauus eKBIBaJIEHTHOCT]

Cropoun BU3HAYAIOTh, MmO HaBejeni HIDKYe piBHi CEeKPeTHOCTI 3rimgHo 3
HalllOHAEHIM 3aKOHONABCTBOM  Vkpaium i PpiBHI CEeKPETHOCTI, IO
33CTOCOBYIOThCSL B €Bporoni, ¢ CKBIBATCHTHUMHU  }f 3abesneuyBaTuMyTH
€KBIBAJIEHTHU 3aXucT iHbopmarii, osuavemno; TaKNUM PIBHEM CeKpPeTHOCT]:

Ykpaina :
Hnst cny:x6osoro XopucTyBanHs | RESTREINT UE / EU RESTRICTED

Crarra 9
IMo3Havyennus

Koxna Cropona Fapantye, mo indopmanis 3 oOMekeHUM TOCTYIIOM
. BIIMOBIAHO. 70 1mporo Memopanynmy PO B3a€MOPOSYMIiHHA 3aBkam wirTko
[IO3HAYAETBCS, K 1e 3a3HaYeHo Y CTaTTi 8, U1 BH3HayenHs PiBHS cexpeTHOCTI,

Cﬁ‘aTTﬁ 10
30epiranus

Ves iHpopmanis 3 oOMexKeHIM AOCTYIIOM  BimmosigHo 0 LBOro
Memopannynmy PO B3a€MOPO3YMIHHSA mmimsrae 30epirannio B Gesmeynui croci6
3TIHO. 3 BiJITOBI MHIM 3aKoHOnaBcTBOM CTopouw,

’

Crarrs 11
Penpoaykuis ta nepekaan

1. Koxna Cropona FapanTye, mo Kiaekicrs PENIPOAYKLIN iH(pOpMarii 3

00MEKEeHUM AOCTYTIOM: 00MeXyeThCs KIJIBKICTIO, 1[0 ¢ 9ITKO HEOOXIIHOO Jig

- 38/I0BOJIEHHS  OCHOBHHX oTped. 3axomu Oesmexn, sxi 3aCTOCOBYIOTLCS 10
_ OpUTiHaahbHOT iHdopmaii, Takosi 3aCTOCOBYIOTHCH 110 11 PENpOayKLiiL.

2.-Vei nepexnamu IHpopManil 3 obmesxery AOCTYIOM IS Wijel 1poro

Memopaunymy mpo B3a€EMOPO3YMIHHS BBayKarOTHCs PeIponyKIisiMu opuriganbHof
IHGOpMalrii,



Crarrs 12
Iepenaua

2. Orpumanus iHbopmanii 3 oOMexeHuM AOCTYIIOM  [TOBUHHO
MATBEPIKYBATHCS.

Crarrs 13
SHHUIeHHsT

Crarra 14
Ouinkn

_ "Cratra 15
Hecankuionosane Po3roomen s ingopmanii 3 o0MeReHnMm AocTynom

1. YnosuoBaskeHuit OpraH 3 Gesnexu indopmarri KoKHOT CTOpOoHM Heraitno
- HOBIIOMIIsIE YIIOBHOBAXXCHOMY Oprady 3 Gesneku IHopmanii iHmof Croponu mpo

. Oynp-sike MoKIIHMBE HECAHKIIOHOBaHE pO3roomenys IHpOPMALIT 3 ofMesKeHIM
HOCTYITOM, ;



I'JIABA 2
SABE3TIEYEHH S 3BEPEKEHHS] ITH®OPMA LI

Cratrs 16
. Homituka iHdopmaniiinoy 6esnexn

- Koxmna CTOpOHa [IOBUHHA MaTH, 5K CKIIAOBY cBOET KOoMIIeKCHO] TOJITHKH
Oe3mekw, ﬁoniTHKy 1HbOpMariiiHo] Oesnexu; sixoro BHU3HAYAETHCS Te, 5K Croponu
Ta IxHi mapTHepn 3 nepenavi iHpopmarii AOTPUMYIOTBCS MiHiMaTbHuX BHUMOT,
YCTaHOBJEHUX y usoMy Memopanrymi IIPO B3aEMOPO3yMiHHs.

Crarra 17
Ynpasainas iHopmaniianmy PH3HKaMHu

Koxna Cropona NPOBONUTE OUIHKY iH(OpMamniiitoro PU3UKY Ha peryispHiit
OCHOBI Ta y BHIajkax, KOIM iCHYIOTH iCTOTHI 3Mify Y PH3HKOBIH CKIamosiii
(3arposa, Bpasnusicte, Bmnys TOIO) B ICHYIOYMX

Crarrs 18
AKpEﬂHTauiﬂ

Crarrs 19
Ayanr

Koxna Cropoma mage IIPOBOIUTH  ayouT 3  Gesmexy CTOCOBHO
iHGopManiinux CHCTEM, 10 06pobisioTs iHbopMmartio 3 OOMerKeHHnM mocTymom
BIIOBIZHO 10 boTO MeMOpaHJ:[yMy PO B3a€EMOPO3YMIHHS.

Crarra 20
Yupasninus inenTudikauicro i AOCTyNnoOm

Koxua Cropoua mosunga 30IHCHIOBaTH HanesKHuit KOHTPOIIb izeHTHdIKarH]
T4 aBTeHTHdIKANil indopmaniittyx CHCTEM, SIKi 06po6sIOTE iHpopMaltito 3

OOMeXeH M AOCTYNOM  BimnosigHO  j10 Boro  Memopanmymy I1po
B33a€EMOPO3YMIHHHL.



Crarra 21
Kpunrorpagis

Koxna Cropona mnopumma BHKOPUCTOBYBATH Kpunrorpadiuni 3acobu
YHUPaBliHHA it Gesmevnoro 00Miny inpopmarnicio 3 OOMEKeHHM  J10CTyIIOM
BIATIOBIAHO 10 IBOTO Mewmopanymy [IPO B3a€EMOpPO3yMiHHSI, Kpunrorpagivni

IIPUCTPOI TOBUHH] OyTu 3aTBEPIUKeH] BIANOBinHO 10 3aKOHOIABCTRA Croponu, mo
nepenae iHdopmariro, |

Crarrs 22
Indopmysanus PO BHNAAKH MIOPYIEHHS CHCTeMMU 3axXHCTy

POHa TIOBHHHA MaTH 4YiTKy MOJITHKY Ta INPOLEAYPH OO

. IndopMyBanHs, YUPAaBIIHHA Ta BHpilleHHs BUMANKIB TOPYLIEHHS CHCTEMH
3aXHCTY,

Crarra 23
3HiMHi HocHT indopmanii

BUKOPHCTaHHS 1 3aXKCTy 3HIMHUX HOCIIR iHdopmanii, mo BUKOPHCTOBYIOTBCS ISt
30epiranus iHpopManii 3 OOMEXEHMM  nocTyrom BIATIOBIIHO 10  I11pOTO
Memoparaymy mpo B3a€EMOpPO3YMiHHS,

Crarra 24
Besneuna yruaizauis

Koxna Cropona TapaHTye, mo Bei HOCIT iHpopMmarii, BHKOPUCTOBYBaHI J1s1
- 30epiranus aGo 00pobxy iHGopMaLii 3 06Mesx eI AOCTyTIOM, O6yayTe Ge3meyno
- YTUITi30BaHi abo CTEPTI BIATIOBITHO 110 BIJTIOBIIHOTO 3aKoHO/IaBcTBA CTOpOHH.

I'IABA 3
ITPUKIHITEBI IHOJIOJKEHHS

Crarrs 25

Ha6panus ynnnocri

Ieit Memopanym Habupae umHHOCTI 3 narty Hajicnauus €Bpononom
AUILIOMATHIHIME KaHAIAMH [THCEMOBOLO MOBINOMITCHHS YKpajHi [IPO OTPUMAHHS
Ta  OpUHHATTS HOBiL{OMHeHHﬂ_ - Vkpaimu  mpo 3aBePUICHHA  Helo

BHyTpiI_HHI:OlIep)KaBHHX paTH(IKaniHHIX IIPONEaYp, HEOOXiqHUX s HabpaHHs
HUM YHHHOCTI, -



)

O6Min indopmariero 3 OOMEMNEHUM JOCTYIIOM 3MIMCHIOEThCA JIHIE THicis
HaOpaHHS YUHHOCTI LM Memopangymom PO B3aEMOPO3YMIiHHS.

Crarra 26
Buecennsn 3min ta NpUNUHEHHs TiY

1. lo usoro Memopanymy 1TPO B3a€MOPO3YMIHHSA B Oy Ib-SKHi 4ac Mosie
OyTH BHECEHO 3Miny 3a B3aEMHOIO 3ro/1010 CTOpIiH Y MiCEMOBI hopwmi.

2. liro uporo Memopanzywmy mpo B34EMOPO3YMIHHS MOXe OyTH IPUITHHEHO
Oyab-sKo10. 31 Cropig nuaxom HaJIICIIaHHS. 33 TPM MICSLI 0 LBOTO MHCEMOBOO
MOBIIOMIIEHHs, V. TAKOMY BHIAJIKY IOPHAMYHI HacTinku 3aCTOCYBAHHS [[LOTO
Memopanymy PO B3a€MOpPO3yMiHHS 30epiraloThes.

3. His mworo Memopaugymy o B3AEMOPO3YMIHHS ~ aBTOMATHYHO
IPUIIMHSAETECS Y N€HB PUIMHEHHS ii Yroan.

- |
Vuurero B m. fend y IS peamp 2017 poky Y ABOX IPUMIpHHKAX
YKPATHCHKOKO Ta aHIIHCHKOI0 MOBAML. Y pasi BUHUKHeHHs po36ixHoCTeil I0/I0

TIYMa4eHHS IONOXEHb ILOro Memoparnymy mpo B3a€MOPO3YyMIHHA TiepeBara
HaNaeThCsl TEKCTY aHMNTIHCHKOI0 MOBOJO.

. 3a Ykpainy 3a €ponon

- ApceH ABaKoB Po6 Veitnpaiir
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Memorandum of Understanding

on Confidentiality and Information Assurance
between Ukraine and the European Police Qifice

Ukraine
and

the European Police Office (hereafter referred to as “the Parties”)

Considering that the Parties have established coo
the Member States of the European Union and
organised crime, terrorism and other forms of
Agreement on operational
Agreement”),

perative relations in order to support
Ukraine in preventing and combating
international crime by concluding an
and strategic cooperation (hereafter referred to as “the

Aware of the necessity to protect and safeguard information, both classified and
unclassified, exchanged between the Parties on the basis of the Agreement,

Having regard to Article 19 of the

Agreement, which requires the Parties to adhere to
specific standards of confidentiality,

Having regard to Article 20 of the Agreement which requires that the Parties shall
implement the principles outlined in Article 19 of the Agreement by cencluding &
Memorandum of Understanding, which shall inciude in particular provisions on the
Parties’ security organisation, education and training, standards of Security screening,
table of equivalence, handling of classified information and values of information
assurance,

Bearing in mind that the exchange of classified information is conditional upon tne entry
irte Yorce of this Memorandum of Understar'.dmg on conficﬂent;aiity‘,

Have agreed as follows:

Article 1
Purpose

The purpose of this Memorandum of Understandin
- Information exchanged between the Parties by im
Articie 19 of the Agreement. :

g is to reguiate the protection of the
plementing the principles outlined in

Article 2-
Definitions
For the purpose of this Memorandum of Understanding:

a

—

“Information” means knowledge that 'may be communic

ated in any form and
‘which can inciude personal and/or non-personal data:

) “classified information” means any information determined to require protaction
against unauthorised disciosure, which has been so designated by a classification
marking; -

¢} “classification level” Means & security marking assigned to a docurnent indicating

the security measures that need to be applied to the information:



d) . “information system” means the entire infrastructure,
and technical components for the collection, processing
display, dissemination, disposition and deletion of info
Memorandum of Understanding:

e) “risk assessment” means a structured process for examinin

- threats, vulnerabilities and impacts to the business
Confidentiality, Integrity and/or Availability of informati
system, in order to determine whether additional security controls are required;

f) “accreditation” means the process performed in order to obtain assurance that
all appropriate security measures have been implemented and that a sufficient
level of protection of. classified information and of information system has been
achieved in accordance - with this Memorandum of Understanding. The
accreditation process determines the maximum classification
information that may be handled in an

. corresponding terms and conditions;
g) - “security Incident” means a single or. a series of unwanted or unexpected
: information security events that have a significant probability of compromising
business operations and threatening information security;

h) - “audit” means a structured process of examination, review, assessment and

reporting on the. use of information or information system by one or more

competent people who are independent of the situation, system, process,
function etc, being audited.

organisation, personnai,
, storage, transmission,
fmation subject to thic

g information security
through the loss of
on or an information

level of the
information system as well as the

CHAPTER 1
CONFIDENTIALITY

Article 3.

s Principles
Each Party shall:

1. protect and safeguard unclassified information subject to the Agreement and this
Memorandum of Understanding, with the exception of information which 5

expressly marked or ig clearly recognisable as being public information, by varioue

measures including the obligation of discretion and confidentiality, limitin

authorised personnel and general technical and procedural measures:

<. protect and safeguard Classified information subject to the Agreement and this
Memorandum of Understanding as outlined hereaftar,

g access to

Article 4
Security Organisation

Each Part'y shall ensure.that it has a security organisation, ‘framework and measures in

place. Parties shall ensure that:

i, the security organisation comprises roles defined with responsibility for secus
various hierarchical layers;

information asset owners are identii‘ied;

a designated entity responsible for managing information risks is identified;

a designated entity. responsible for accrediting information systems handling

Classified information subject to this Memarandum of Understanding is identified;

5. & designated entity responsible for the security of information in electronic form is
identified; : : ‘

©.° a designated entity responsible for handling of cryptograp
identified.. ' :

Y on

£ s

hic material, if used, is

Articie 5
Education, training and awareness

Each Party shall ensure that all staff processing informat

ton subject to this Memarandum
of Understanding are familiar with the security framework in general and are aware of



the procedures for reporting issues of security concern. They shall further ensure that
staff who manage and maintain the secure configuration of information systems, and

those with access to information assets, are appropriately trained and are aware of the
incident reporting procedures,

Articie &
Security screenings and clearances

Each Party shall ensure that:

1. all persons who, in the conduct of their official duties Fequire access or whose

: duties or functions- may afford access to classified information at the |evel

EIIH__CJI}’}K{)’OBOI‘O_I(OpHCTyBEIHHSI/RESTREINT UE/EU RESTRICTED shall be subject to

an-appropriate security screening to determine whether an individual can, t

into account his or her loyalty,
information:

2. an individual's continuin

regularly reviewed, '

aking
trustworthiness and reliability, have access to such

g eligibility for access to such classified information is

Pl

Article 7
Choice of classification level|

1. Each Party shall be responsible for the choice
© for infermation supplied to the other Party. .

2. If either Party - on the basis of information already in its possession - concludes
that the choice of classification level needs amendment, it shall inform the other

Party and attempt to agree on an appropriate classification level. Neither Party shail

femove or change a classification level of information supplied by the other Party

without its written consent

Each Party may at any time request an amendment of the classification jevel

related to the information jt has supplied, including & possibie removal of such a

level. The other Party shall amend the classification level in accordance with such

requests. Each Party shall, as soon &s circumstances allow, request that the
classification level be downgraded or removed altogether,

4. Each Party may specify the time period for whi
related to the information it has supplied sh
to the classification level after such period.

5. Wnere information of which the classification
this Article has been supplied to third partias,
change of classification fevel,

of the appropriate classification level

LI

ch the choice of classification level
all apply, and any possible amendments

level is amended in accordance with
ali recipients shali be informed of tha

Article 8
Table of equivalence

The Parties determine that the following classification levels under the nationa legislation
of Ukraine and ciassification levels used within Europol are equivalent and will provide
equivalent protection to the information marked with such a classification levai:

' Ukraine I = S— e

. Europo!
I[f.m___c:iy'fsgtmﬁmr‘o_rcopmnfyr;a}m:-1__ RESTREINT UE / EUJ REST RICT

Article 9
Marking

Each Party shail ensure that classified information
Understanding is always clearly marked by the des
recognition of the classification |evel

subject to this Memorandum of
ignations specified in Article & to aljow



Article 10
Storage

All classified information subject to this Memorandum of Understanding shall be stored in
& secure manner corresponding to the respective legal framework of the Party,

Articie 11
Reproduction and translation

1. Each Party shall ensure that the number of reproductions of classified information is
limited to what is strictly necessary to meet essential requirements. The security
measures applicable to the original information shall also be applicable to
reproductions thereof.

2. - All translations of classified information shall be,

Memorandum of Understanding, considered to be re
information. :

for the purposes of this
productions of the original

Article 12
Dispatch

1. Classified information shall be dispatched in a secure manner in

accordance with
the legal framework of the transmitting Party

2. Receipt of classified information shall be confirmed.
Article 13
Destruction
1. * Each Party shall ensure that classified information which is

no lenger required is
destroyed by methods which  meet relevant standards so as to prevent
reconstruction in whole or in part.

2. Classified waste resulting from the Preparation of classified information shall be

destroyed using the same care and methods that are used to destroy the classified
- information.

Article 14
Assessiments

Each Party shall allow the other Party to visit its
written permit, in order to assess its procedures and facilities for the protection of
classified information received from the other Party. The arrangements for such visit wil]
be agreed bilaterally, Each Party shall assist the cther Party in as

scertaining whethaer
ciassified information which has been made available by the other Party is adequately
protected, .

territory or premises, upon receipt of a

Article 15
Compromise of ciassified information

1. - The security authority of either Party shall notify immediately the Security Authority
of the other Party of any potential compromise of classified information,
2. When an unauthorized disclosure has occurred, both Parties shali cooperate duly in
the investigation and inform each other on the results,



CHAPTER 2
INFORMATION ASSURANCE

Articie 16
Information security policy

Each Party shall have, as a component of their overarching security policy, an
information security policy setting out how they, and their delivery partners, comply with
-the minimum requirements set out in this Memarandum of Understanding.

Articie 17
Managing informatiu‘n risk

Each Party shall conduct information risk assessments on a regular
" is a significant change in a risk component (Threat, Vulnerability,

information systems in operation. The assessment and the risk
made shall be re

basis and when there
Impact etc.) to existing

Management cdecisions
corded in relevant risk management documentation.

Article 18
Accreditation
Each Party shall ensure that information systems processing classified information
subje i Ing are accredited. The accreditation status

changes have occurred

Article 19
Audit

Each iiari:'y shall conduct security audits to information
information subject to this Memorandum of Understanding

ystems that process ciassified

: Article 20
Identity and Access Management

Each Farty shall have Suitable identification and authentication controls for information

systems that process  classified  information subject to this Memorandum of
Understanding.

Article 21
Cryptography
Eacri Party shall use Cryptographic contrais

information subject to this Memorandum of u
be approved in accordance with the legal frame

for the secure exchange of classifieq
nderstanding, Cryptographic gevices shall
work of the transmitting Party,

Articie 22
Reporting incidents

Each Party shall have clear policies

and procedures for reporting, managing and resolving
Security incidents and breaches. ‘ '



Article 23
Removable media
Each Party shall have policies and procedures on the appropriate y

removable media used to store classified ‘information su
Understanding.

se and protection of
bject to this Memorandum of

Article 24
‘Secure disposal

Each Party shall ensure that all medi
information shall be securely dispos
. legal framework of the Party.

a used for storing or processing classified
ed of or erased in accordance with the respective

CHAPTER 3
FINAL PROVISIONS

Article 25 _
Entry into force

This Memorandurmn of Understanding shall enter into force on th
notifies Ukraine in writing through diplomatic chann
notification of Ukraine that its internal ratificat

e date on which Europoi
els that it has received and acceptec
ion procedures have been completed.

The exchange of classified information s

_ hall only take place after the entry into force of
this Memorandum of Understanding.

Article 26
Amendment and termination

1. This Memorandum of Understanding may be amended in wr

iting, at any time Dy
mutual consent between the Parties.

2. This Memorandum of Understanding may be terminated in
Parties with three months’ hotice. In that case th
of Understanding remain in force,

3. This Memorandum of Understandin
Agreement is terminated.

writing by either of e
e legal effects of this Memorandun

g terminates automatically on the day the

4 . . .
A VR 5 P 4, g ) i . i s . %
Done at _ A wad ; on the _Q_*y?___f:_!__’_)_ in duplicate in the Ukrainian and English
languages. In case of any  divergenées m interpretation of this Memorandum of
Understanding, the English text shall pravail.

For Europol
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Arsen Avakov

Rob Wainwright
Minister of Internal Affairs

Director



